Hardian Health

Module 8: General XR
and health software
standards
(non-medical device)

How to apply a standards-based approach to XR development



Outline

This module will cover:
XR standards
Relevant medical device standards - software
Standards-based software development lifecycle processes
Planning and design input: requirements and risk analysis
Design output: architectural and detailed design, code and unit test
Design verification: software system testing

Design validation: usability and clinical evaluation

Design review and design transfer: release to market
Requirements and risk management
Control of change/ documentation/ identification and traceability

Multiple choice questions
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XR standards

Standards Sectors

About ISO  News  Taking part  Store Q  extended reality

2 results found

[ All results ][ Pages (4) ][ News (2) ]

Standard
ISO/IEC TR 23844:2023
Information technology for learning, education, and training — Immersive content and technology

This document specifies potential directions for using immersive technologies in learning, education, and training (LET)
and provides suggestions on what can be standardized for this purpose. For the purposes of this document, immersive
technologies include augmented reality (AR), virtual ...

Published

Standard

ISO/IEC 21145:2023

Information technology — Computer graphics, image processing and environmental data representation —
Style representation for mixed and augmented reality

This document specifies: 1) Constructs for representing and specifying various augmentation and presentation
styles. While augmentations can be in modalities other than the visual (e.g. aural, haptic), this work addresses the visual
augmentation style only. 2) A model for how to associate the ...

Published
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XR standards

N
Standards Sectors About ISO News Taking part Store Q. "augmented reality"

23 results found
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AN
Standards Sectors About ISO News Taking part Store Q "virtual reality"

18 results found

[ All results ][ Pages (4) ][ News (5) ][ Committees (1) ]

For devices that incorporate software or for software that are devices in themselves, the software shall be
developed and manufactured in accordance with the state of the art taking into account the principles of
development life cycle, risk management, including information security, verification and validation.

EU MDR GSPR #17.2
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Relevant medical device standards - software

BS EN 62304:2006+A1:2015 (IEC 62304:2006/Amd 1:2015)

— bsi.knowledge

What is BS EN 62304 - Medical device software about?

BS EN 62304 deals with medical device software. The amendment adds requirements for legacy

software which will help manufacturers demonstrate compliance with the relevant European
Directives.

Who is BS EN 62304 - Medical device software for?
BS EN 62304 on medical device software is relevant to manufacturers of:

« Medical electrical equipment
« Medical devices incorporating software
« Software that is itself a medical device
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Relevant medical device standards - software

BS EN 82304-1:2017 (IEC 82304-1:2016)

— bsi.knowledge St

What is this standard about?

This standard applies to the safety and security of health software products designed to operate on
general computing platforms and intended to be placed on the market without dedicated hardware.
Its primary focus is on the requirements for manufacturers.

It covers the entire lifecycle including design, development, validation, installation, maintenance and
disposal of health software products.

This document aims to provide requirements for the safety and security of health software products;
it can only provide such requirements for software-only products. Situations where health software
is a part of, or embedded in, a physical device are outside the scope of this document as these
combined products are considered separately in, for example, IEC 60601-1 and associated collateral
and particular standards.

Who is this standard for?

This standard has been written for manufacturers of health software, as it provides them with
product requirements for the entire lifecycle.
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Standards-based software development lifecycle processes

Fundamentals

e Define Intended Use
e Document Regulatory Strategy
e Determine Device Class(es)
e Plan Quality Management System (QMS)
e Plan technical documentation
e Medical Device File (MDF)
e Device Master Record (DMR)
e Design History File (DHF)
e Device History Record (DHR)

-

Development

e Develop product to
e Clinical Evaluation Plan (CEP)/
Performance Evaluation Plan (PEP)
e Perform systematic
literature review
e Risk Management Plan (RMP)
e Software Development Plan (SDP)
e Cybersecurity Management Plan (CMP)
e Verification & Validation (V&V) Plans
e Establish QMS

-

Deployment

e Deploy product

e Conduct
e Postmarket Surveillance (PMS)
e Post Market Clinical Follow-up (PMCF)
or Post Market Performance Follow-up
(PMPF)

Maintenance

e Periodically report PMS/ PMCF
e Periodically update
Clinical/ Performance Evaluation Report
(CER/ PER)/ literature review
e Make controlled changes to product from
e Feature Requests
e Problem Reports
e Keep on top of cybersecurity:
vulnerabilities and possible exploits
e Maintain QMS
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Standards-based software development lifecycle processes

Fu;ld_tlt_rientals

Developmeni (pre-market) Maintenance (post-market, after deployment)

based on

namic Systems Delivi

SaMD release cycle -
Method (DSDM) Agile Project Management (AgilePM) principles overlaid with ISO 13845 pre-market design control phases

2

fEstablish process plans:

« Software Development Plan(s) (SDP)
o Risk Management Plan (RMP)

o Configuration Management Plan (CMP)

« Clinical Evaluation Plan (CEP)

\

For a SaMD product, the SDP acts as Quality Plan and contain the Configuration Management Plan

|

; Planning & Design Input ‘

Design Output

/

\

by

Analyse impact of
feature requests (FR)
+ problem reports

Pre-markei‘D‘és‘ign Controls, for each release

R

(PR);

categorise changes

s

-

b

Raise Change

Control Record (CCR)
to contain changes
selected for release

~

A

h 4

stack;

register

Revise requirements

revise product risk

Design
Review |

v

Design Verification

v

Design Validation/ Design Transfer

Code & unit test;
integration test

Verify all software

(Tier 2, Tier 3) requirements

Validate product or system (Tier 1)
requirements

(unitoss they remain vorified as suggested by product risk analysis

Y,

"Design .
“._Review Il "

: needing pre-market validation
from a previous release) as needing pre-market validatio

fﬁalise technical file documentation contained within Change Control Record (CCR)-\

Requirements (PRS, SRS, CRS)

Architecture/ design (SAD, SDD)

Verification & validation reports (SVR, PVR)

Risk management report (RMR), Clinical Evaluation Report (CER)

.F;osbmarket Surveillance (PMS)/ Post-market Clinical Follow-up (PMCF) plans
Deployment Readiness Review (DRR) design review record )

DRI, I, 11 & IV are signed
in order to satisfy

US FDA 21CFR820
requirements for
signatures and for dates
for approval of

Design Input [§820.30(c)),

Design
Review IV

Design
Review lll

labeling [§820.120(b)) and
|___release [§820.80(d)3) + (e)(4)]

(DHF) +
r 2)CFRE20

Deploy system
(upload to production
servers; upload to
app stores...)

Collect PMS & PMCF feedback;
enter FRs & PRs in to analysis backlog

A

Design Output before refease [§820.30(d)),
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Requirements and risk management

SaMD & PEMS Tiered Requirements

Tier 0:

Tier 1:
Product (System) Requirements| Use Spec. + other inputs

Tier 2:
Software Requirements

Tier 3:
Platform & Component Spec's

e Use Spec. (IUS)

o Benefit-Risk Analysis (BRA)

e Business Roadmap

(iterative product/ market delivery)

Applicable Compliance
Checklist(s) (xCC)

Product Requirements
Specification (PRS)

Product Design
Specification (PDS)

System Architectural
Description (SAD)

Software Req. Spec. (SRS) - Server

w

Product Validation

Plan (PVP)

+ protocol (test procedures & test cases)

Product
Validation
Report (PVR)

O

Software Req. Spec. (SRS) - Client
(web and/ or app)

m

Design & Process
Failure Mode & Effect Analysis
(DFMEA, PFMEA) bottom-up

ecurity Risk Analysis (SRA)
exploitability and impact for
each software component

Accompanying Documentation
Requirements (ADR) checklist  |¢

_1._] Instructions for Use (IFU)

System Verification
Plan (SVP)
+ protocol (test procedures & test cases)

Server Platform Spec's

\__/"'_\

Client Platform Spec's

m

Contract for any exposed API

Lm

System
Verification

Report (SVR)

KL
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Requirements and risk management

Hardian Health

Foreseeable
Dimension | HAZARD sequence of events |nitiating cause HAZARDOUS SIUTATION HARM
involving software
Software output
controlling laser 1. Software algorithm
i limitations e Burns
) pmr appliedtoan ) Excessive laser power applied to the
Electrical energy optical coherence 2. Software is correctly : e Lossof
_ patient’s eye g
tomography (OCT) specified but has an vision
retinal scanis too ANOMALY
high
1. Software is unable to
handle unu?ual input data 1. Device cannot provide triage/
Software fails to 2. Software fails to detect detection/ diagnosis when needed
rovide diagnostic IRCOMIGE Setmg o8 2. Device operates when not
Patient Loss of clinical function provic € L equipment i pe
safety funcbf)n for which it 2 Haioars o norouis correctly setup
is designed : ) P 3. Device fails to warn of injurious or
sufficient resources to i _ . N
. life-threatening condition ¢ Deterioration
support the timely f patient’
i f software T pLoems
operation o condition
Softwareinputsand | 1 goftware-human interface ¢ Death
outputs confuse of confuses the user 1. Mistreatment of patient
mislead the user .
Neglect of patient by 2. Software' outputg aexceed 2. Lack of response to emergencies
clinical staff (user-related risk ::: u::; s copacityto 3. Over-reliance on software replaces
usability 3. Userdoes notunderstand bias”™)
engineering) the software’s limitations
Loss of data integrity
Cyber- Loss of data availability See Table F.1in PD CEN ISO/TR 24971:2020, the guide to the general application of the medical device nsk
secunity Loss of data management standard ISO 14971
confidentiality
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Requirements and risk management
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Foreseeable
Dimension | HAZARD sequence of events |nitiating cause HAZARDOUS SIUTATION HARM
involving software
Data quality: incomplete
data
Overfitting
AUML Bias: proxy variables See Table B.3 in BS/AAMI 34971:2023, the guide on the application of medical device risk management to machine

Data storage: malicious
ML

Overtrust:
overconfidence

learning in artificial intelligence

Hardian Health



Control of change

o Tier 0 changes - significant changes to design and/
or operating principle
o Must be discussed with regulatory authorities
(UK Approved Body, EU Notified Body, US FDA)
o May need the product to be recertified
e Tier 1 changes
o Changes to product (black box) requirements
generally need revalidation
m Usability
m Clinical
e Tier 2 changes
o Changes to system/ software requirements -
generally need reverification
e Tier 3 and Tier 4 changes
o Minor fixes, or internal changes not visible to
users

Release Planning

Design Input

Design Validation | Design Output

Design Transfer Design Verification;
(Deployment)

Change control in each SaMD release

Analyse impact of a number of Feature Raise a Change Control

Requests (FRs) and Problem Reports Record (CCR) covering
(PRs) - decide which should be the requisite

implemented in the release candidate documentation

A 4
Revise requirements, risks,
architecture
(PRS + SRS + RMR + SAD);
revise v&v planing (SVP, PVP)

A 4

Implement, unit test, integration test software;
make relevant changes to accompanying documentation (IFU...);
process the constituent FRs + PRs accordingly, per the SDP
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As appropriate to selected changes,
normally one or more of the following:

Use Spec.
Benefit-Risk Analysis

Product Requirements Specification (PRS)
System Architectural Description (SAD)
Risk Management Report (RMR)
containing product risk register annex
Product Validation Plan (PVP)

Product Validation Report (PVR)

System Requirements Specification (SRS)
System Verification Plan (SVP)
System Verification Report (SVR)

Specifications

For all releases

Labelling (IFU...)

Software Release Note (SRN)

Design Review Report (DRR)

for the final, deployment readiness, review

Execute SVP on the software + labelling/ accompanying

Execute PVP on the software + labelling/ accompanying

I ! documentation;
docurmpniation; Wit SV validate/ re-validate new/ changed processes; write PVR
v
Perform & sign-off Design Review prior to deployment/ 1. update relevant Medical Device File (MDF)/ Device Master Record (DMR)

sign-off all the other documentation in the CCR;

deploy the software c/w accompanying documentation 4. close CCR

2. update relevant Design History File (DHF)
3. update relevant Device History Record(s) (DHRSs)
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Summary

There are standards for XR software that are useful to consider to drive the requirements for your own

application; there are also standards that you must implement when realising medical devices including
software as a medical device.

The standards help you to implement and coordinate design control, clinical evaluation and risk management

to assure safety, effectiveness and cybersecurity of your device.

“The Software Development Life Cycle is for life, not just for Christmas”: that is, you must control change
throughout the lifetime of the device.



Contact:
mike@hardianhealth.com
hin.mindset@nhs.net

I www.hardianhealth.com

I @HardianHealth

® Health
Innovate Innovation
UK m Network
ooooooooooo
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